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TexHuyeckue ycioBHs
IUIS TIOIKJTFOUEHUS CPEJICTB IOCTYIa MOCTABIIMKOB HH(GOpMAIIUU
K TOCY/IapCTBEHHOW MH(OPMALIMOHHON cUCTeME MPODUIAKTUKNA O€3HAA30PHOCTH
Y IPABOHAPYILIEHUN HECOBEPLIEHHOJIETHUX

1. OOmmue mMoJI0KeHUSA

1.1 Texnuueckne yCIOBUS I MOAKIIOYEHUS CPEACTB JOCTyNa
MOCTABIIMKOB HMH(POPMALMK K TOCYJapCTBEHHOM HWH()OPMAMOHHOW CUCTEME
npoUIaKkTUKU OE€3HAA30pHOCTH W IPABOHAPYLIEHUN HECOBEPILIEHHOJETHUX
(nanee — TexHuueckue ycinoBus, Cucrema) pa3paboTaHbl B COOTBETCTBUH C
[TonoxeHnueM O TOCYAapCTBEHHOW HMH(POPMALMOHHON CUCTEME MPOPUIAKTUKA
0€3HaJ30PHOCTH M MPABOHAPYIICHUW HECOBEPIICHHOJETHUX, YTBEPKICHHBIM
noctaHoByieHneM IlpaButensctBa Pocculickoit @enepanuun ot 1 anpens 2025 r.
Ne 411, ¢ yuerom TpebGoBaHMiA:

—  ®epepanpHoro 3axkoHa ot 27 wuronga 2006 1. Ne 149-03

«O0 nnpopmaruu, THGOPMAIIMOHHBIX TEXHOJIOTHIX U O 3alTUTe HHPOPMAIITUI;

o

—  @enepanbHoro 3akoHa ot 27 wurwoiag 2006 1. Ne 152-03

«0O NCPCOHAJIBHBIX JaHHBIX»

o

—  ®enepanbHoro 3akoHa oT 29 gexkabps 2012 1. No 273-@3
«O06 oOpazoBanuu B Poccuiickoii denepanuny;

— npukaza Munnpocsemenusi Poccun ot 2 anpens 2025 r. Ne 263
«O rocyaapCTBEHHOM nH(pOpMaIIMOHHOM CHUCTEME npopUIaKTUKA
0€3HaI30pPHOCTH U MPABOHAPYIIEHUM HECOBEPIICHHOJICTHUX Y,

—  mpukaza @Cb Poccum ot 9 depans 2005 . Ne 66 «O06 yTBepKacHUH



[Tonoxenuss o pa3paboTKe, NPOU3BOJCTBE, peaIU3aldd U DKCIUTyaTaluu
mupoBalIbHBIX  (KpunTOrpad@UUecKux) CPEeACTB  3allUThl  WHGOPMAIUU
(ITonoxenue ITK3-2005)»;

— npukaza @OCBb Poccum or 10 wmrona 2014 1. Ne 378
«O0 ytBepxkaeHnn CocraBa M COAEpKaHUS OPraHU3ALUOHHBIX U TEXHUYECKUX
Mep o 0OecTeueHuIo 6€30MacHOCTH NEPCOHANBHBIX JaHHBIX MPU UX 00paboTke
B MH(OPMALMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX C HWCHOJb30BaHUEM
CpeACTB  KpuUOTOrpaduyeckol  3amuThl  HMHPOpPMAIMH,  HEOOXOIHUMBIX
JUIS. BBINIOJIHEHUSI yCTAaHOBJIEHHBIX [IpaBurensctBoM Poccuiickonn ®enepannu
TpeOOBaHMI K 3alUTEe MEPCOHAIBHBIX AaHHBIX ISl KaXKIOTO W3 YpOBHEH
3aIUAIIEHHOCTHY;

—  npukaza QAIICU ot 13 urons 2001 r. Ne 152 «O6 yrBep)aeHUn
WucTpykuun 00 opraHu3anuu U oOecriedeHUH Oe30IacHOCTH XpaHEeHUs,
o0pabOTKM W TepeJauyd IO KaHajlaM CBA3M C MCHOJIb30BAaHUEM CPENICTB
KpunTorpaguueckoil 3amuTel HMHGOPMALMM C OrPAHUYEHHBIM JIOCTYIIOM,
HE COoJIep Kalllel CBEICHMI, COCTABISAIOIINX ITOCYIapCTBEHHYIO TalHY».

1.2 TexHuueckue  yCIOBHS  NPEJHA3HAYEHBI  JUII  IOCTABIIHMKOB
MH(pOpMAIMU U YyCTAHABIMBAIOT TPEOOBAHUS U YCJIOBHS MOAKIIOYEHUSI CPEICTB
JOCTyNa TOCTABIIMKOB HMH(POPMAIMK K TOCYJAapCTBEHHON HH(POPMALMOHHOM
cucTeMe npopHIaKTUKA 0€3Ha30pHOCTU U paBOHAPYIICHUI
HECOBEPILEHHOJIETHUX (fanee — MHGOpPMAaIMOHHAs cUcTeMa MPOPUIAKTUKH ).

1.3 TexHnueckue  yClaOBUA  BKIIOYAIOT  ONKMCAaHUE  KOMIUIEKCA
OpPraHU3allMOHHBIX MEp M TEXHUYECKUX TpeOOBaHMM, peanu3auus KOTOPBIX
HalpaBjeHa Ha oO0ecCIleYeHUe BBIMOJTHEHUSI TpeOoBaHUN UHPOPMAIIMOHHOM
0€3011aCHOCTH U COBMECTUMOCTHU CPEJICTB AOCTYIa C MHPOPMAILIMOHHON CUCTEMOM
PO HIAKTHKY.

1.4 TlomknroyeHwe CpeACTB JOCTyma TMOCTaBIIMKOB  HWH(MOpMaIuu
Ha YCJIOBHSIX, OTJIMYHBIX OT HACTOSIIMX TEXHUYECKHUX YCIOBHIA, HE TOIYyCKAETCs.
[TonbITKM NOJKIIFOUEHHUH MOCTABIIMKOB MH(POPMALIUU C HAPYILIEHUEM TPEOOBaHUIA
TexHuyeckux  yCJIOBUM  paccMaTpuBalOTCs  ¢efepalbHbIM  ONEPaTopoM
KaK MHIMACHT UH()OPMAMOHHOW O€301aCHOCTH C MPOBEICHUEM PaCCieI0BAHUN

IIPpUYXH U yCHOBI/Iﬁ €0 BOSHUKHOBCHHMUSI.



2. CocraB opraHu3alMOHHBIX Mep

2.1 TloaxmiroueHue CpeACTB JOCTyNa TOCTaBIIMKOB HH(POpPMAIUH
kK CucreMe OCYIIECTBISETCS B COOTBETCTBUM C HACTOSIIMMHU TEeXHUYECKHMMU
YCIOBUSIMHU, C HCHOJb30BAaHUEM HHPPACTPYKTYPHl BUPTYaIbHOU 3allMIICHHON
CeTH IMEpelayd JaHHBIX, MOCTPOCHHOW Ha OCHOBE TEXHOJOTMU BUPTYaJIbHBIX
sammiieHHbIx cereil TLS-cepBep Kpunrollpo NGate u CK3U KpunrolIpo NGate
Client.

2.2 Jlns APM nocraBumka uHGOpMAaIUU JODKHBI OBITh peaTrn30BaHbI
Mephbl IO 00ecreyeHnI0 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, YCTAHOBJICHHBIC
JUIs 2-TO YPOBHS 3aIIMIIEHHOCTH MIEPCOHANBHBIX JaHHBIX (2 ¥Y3) B COOTBETCTBUU
¢ npukazomM ®CTIK Poccun ot 18.02.2013 Ne 21 «O6 yTBepkJAEHHH COCTaBa
U COJEpX aHUS OpPraHM3allMOHHBIX W TEXHUYECKUX Mep IO 00eCIeueHUIO
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX NPH UX 00paboTKe B MH(POPMALMOHHBIX
CUCTEMAX MEPCOHAIBHBIX JaHHBIX», B COOTBETCTBUM C llocTaHOBIEHHEM
[TpaButensctBa PD ot 1 HOs1Ops 2012 1. No 1119 «O6 yTBepxkaeHuu TpeOoBaHUiA
K 3allUTe MEPCOHAIBHBIX JAaHHBIX MpPU UX 00paboTKe B HH(POPMALMOHHBIX
CUCTEMAaX NEPCOHAIBHBIX TaHHBIX» U B COOTBETCTBUU ¢ npuka3zoM PCTIK Poccun
or 11.02.2013 No 17 «O0 yTtBepx)aeHUM TpeOOBaHUI O 3ammTe WHGOPMAIINH,
HE COCTaBJISIOIIEH FOCYIapCTBEHHYIO TalHY, COIEPKALIEHCS B TOCYAapCTBEHHbBIX
MH()OPMAILMOHHBIX CUCTEMAX).

2.3 Ha APM nocraBumka HHQOpMalUUK JIOJDKHBI OBITh MPUHSATHI
CJIEYIOIIKE MEPHI TI0 3alUuTe UH(POpMAaLIUU:

JIOJIKHBI OBITH YCTAaHOBJIEHBI U HACTPOECHBI:

— ceptudunupoBanHas DOCTIK Poccum omnepanmoHHass cucrema,
COOTBETCTBYIOIIAsA 5-My KJIaCCy WJIH BBILIE;

— ceprudunupoannoe PCTIK Poccuu cpencTBo aHTUBUPYCHOM 3aITUTHI,
COOTBETCTBYIOILIEE S-MY KJIaCCy WJIM BBILIE.

2.4 Ha APM nocraBiyka nHGOpMaIUK T0KHA OBITh MMPOBEACHA OIICHKA
3¢} (HEKTUBHOCTH pEAM30BaHHBIX B paMKax CHUCTEMbl 3aIIMTHI MEPCOHATBHBIX

JaHHBIX MCp 1IO oOecrieyeHUI0  0€30MacHOCTH MNEpCOHANIbHBIX  JaHHBIX



1. 2 YpPOBHSA 3alIUIIEHHOCTH MEPCOHAIBHBIX JIaHHBIX,

4

B COOTBCTCTBHHU

¢ mpukazom ®@CTOK Poccum ot 18.0.2013 Ne 21 «O06 yTBepkaeHHUH COCTaBa

N COACPKAHUA OPraHU3allMOHHBIX MW TCXHHUYCCKHX MCp IIO 00eCIICYCHUIO

0e30macHOCTH IICPCOHAJIBHBIX JAHHBIX IIPpU HX O6pa6OTK€ B I/IH(i)OpMaHI/IOHHBIX

CUCTCMax ICPCOHAIBHBIX AAHHBIX).

TCXHUYCCKUM Tpe6OBaHI/I$IM:

3. CocraB TeXHHYeCKHUX TPeOOBaHMI

3.1. APM nocragiuka HHGOpMAITUH TOKEH COOTBETCTBOBAThH CIIEAYIOITUM

HaumenoBanue
TpeboBanust
Ne annapaTrHoro
w/n (pOrpaMMHOro) K anmnapaTtHomy (IporpaMMHOMY)
oBecHe e st ol0ecrnieyeHUI0
l. CucreMHbIi 010K [Ipoueccop — 64-pa3psaHblii IBYXBSACPHBIA MPOLECCOP
¢ TakToBOM yacTtoTod 1,86 I'T1r;
O0beM onepaTUBHOM MaMsATH — He MeHee 4 ['6ailT;
CB00OIHOE MECTO Ha )KECTKOM JMCKE — He MeHee 4 ['0aiiT.);
CereBoil aganTep — COBMECTUMBIM C OINEpPALIMOHHOMN
CHUCTEMOM KOMIIBIOTEPA, AJI1 B3aUMOJECUCTBUS ¢ BHYTPEHHEH
CETbIO;
USB-nopr.
2. Monurop COBMECTUMBIN C CUCTEMHBIM OJIOKOM
3. KrnaBuarypa CoBmecTuMasi ¢ CUCTEMHBIM OJIOKOM
4. Manunynsatop «mbiiib» | COBMECTHMBIHM ¢ CHCTEMHBIM 0JI0KOM
5. Onepannonnas cuctema | CeptuduuupoBanHas @OCTOK Poccun  onepanmoHHas
CUCTEMa, COOTBETCTBYIOIIAS 5-MY KJIACCy WJIM BBIIIIE.
6. Bpayszep Mozilla Firefox;
Chromium-gost;
Sunexc bpaysep.
7. Knuentr CK3U NGate Client
8. AnTHBHpYCHOE cpenicTBO | CepTUhHUIMPOBaHHOE OCTOK Poccun CPEICTBO

aHTI/IBI/Ipy0H0ﬁ 3alllUThl, COOTBCTCTBYIOIICC 5—My KJ1accy
WJIN BBIIIC.




